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Foreword

There has been a tremendous upsurge in e-commerce activity since the last
edition of this Guide. This has been facilitated by faster internet connections
and more people having access to the internet. These days many people prefer
to shop from the comfort of their own home or office rather than venture out to
crowded stores. Besides, internet shopping can offer better value. And it hasn’t
just been the consumer that has benefited, business to business e-commerce
trade has transformed all areas of procurement supply.

A few years ago, it was mainly dotcom businesses that traded online. Now
most stores have a website offering their goods for sale. Such websites often
provide a greater variety of products than are available in-store, and provide a
convenient way to search or sift through what’s on offer. Companies are also
increasingly diversifying the products which they offer on the internet, for
example, Amazon.com, which is primarily known for specialising in selling
books and CDs, now sells a vast range of products, from kitchen appliances
and electronic goods to home and garden furniture. Amazon also encourages
customers to sell their unwanted items through its website.

As e-commerce becomes ever more prevalent, so does the need for further
legal regulation. Although initially many countries’ governments and legisla-
tive bodies found ways to adapt existing laws in order to make them applicable
to the internet, they are increasingly implementing new regulations to fill the
grey areas. Unfortunately, as it has been hard to predict how internet activity
and e-commerce would grow, these new regulations have often been intro-
duced slowly, and in a fairly piecemeal fashion. This makes it extremely
difficult to navigate your way through all the legislation with which one needs
to be familiar before embarking on an internet business or expanding a
business to trade online.

The authors of this Guide have attempted to collect the essential infor-
mation and put it in one short, accessible text that is interesting and easy to
understand. It will enable you to familiarise yourself with the ‘legal’
requirements so that you can make the right risk assessments before deciding
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whether to offer your products and services on the internet. It will also help
you ensure that you structure your legal relationship with the customer
appropriately, which can sometimes be more demanding than the challenge of
getting the right business plan and obtaining funding. You will find a lot of
practical and useful information in this Guide.



Preface and Acknowledgements

The internet is one of the most powerful tools available to modern businesses.
It allows traders to advertise and sell products online. It permits customers to
browse virtual shop windows from their homes, select goods and place an
order at the touch of a button. If used properly, it can significantly extend a
business’s reach and reduce costs and increase efficiency.

However, the internet is not a magic formula; it is a business medium. As
such, it is necessary to understand both its benefits and pitfalls. For instance,
the internet offers far greater scope to marketeers, permitting them to reach a
much larger audience at a significantly lower cost than traditional methods of
advertising. Unfortunately, there are also disadvantages which have to be
considered. For example, as exposure to consumers is increased – often across
international borders – so are the risks.

This book is aimed at company secretaries, finance directors, IT managers,
in-house lawyers, students, and anyone in need of a broad-ranging intro-
duction to the legislative and commercial issues related to doing business
online. While the amount of legislation dealing specifically with e-commerce
issues has increased in recent years, much of the relevant law affecting this area
is still drawn from general commercial legislation and the common law. For
this reason, the book offers a number of chapters dedicated to subjects such as
tax, competition, media, employment, data protection and intellectual prop-
erty, covering both general principles and specific, e-commerce applications.

Chapter 1 provides a general introduction to the key elements of contract
law which are as relevant to contracts made online as to paper-based agree-
ments. However, it also highlights areas of uncertainty regarding e-commerce
(for instance the acceptance of offers by e-mail) to which online traders should
pay particular attention.

Setting the context for the rest of the book, Chapter 2 uses the example of a
fictitious company to enable readers to understand how and when various
legislative elements affect different aspects of an online business. Chapters 3 to
10 then expand upon the subjects introduced in Chapter 2, setting out the basic
principles of relevant legislation and then applying these to specific
circumstances likely to be encountered by online businesses.

The book’s no-nonsense approach aims to help readers get a better
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understanding of the legal implications of doing business on-line. Apart from
practical information, the book provides a number of checklists and
summaries to facilitate the identification of some of the pitfalls commonly
encountered by e-businesses. For instance – What are the key elements to be
covered when drawing up an online privacy policy? What factors should be
considered in an ISP agreement? What are the main issues to be addressed in an
email/internet policy for employees?

Finally, the appendix provides useful sources of information, which should
allow readers to perform further research of their own.
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C H A P T E R

1
Introduction: The
Legal Context

1. Basic principles of contract

Every day, we enter into contracts without realising that we are doing so.
For example, successful deals made by the sales force may comprise the
‘contractual steps’ set out below.

Under English law the formation of a contract requires the following
elements:

� an offer;
� unequivocal acceptance of the offer, which is communicated to the person

making the offer;
� consideration;
� an intention to create legal relations; and
� capacity in each party to be legally bound.

A contract is formed when an offer has been accepted and, following

Introduction
This chapter seeks to introduce the reader to some of the concepts and
issues relating to e-commerce that will be covered in greater depth
elsewhere in this book. It starts with a review of the basic principles of
contract law. While these are still relevant to modern business, the
formation of contracts online has presented some interesting problems.

E-mail and click-wrap contracts, the two main methods of contracting
online, are discussed; and the question of how to incorporate terms and
conditions into a website is considered.

In addition to a brief overview of some of the relevant statutory and case
law, this chapter also highlights some items of specific interest to
online traders. These include: warranties; dealing with returns and
refunds; consumer protection; payment and security on the internet; and
law and jurisdiction.
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acceptance, the offer cannot be withdrawn. In general, contracts may be made
verbally or in writing. However, there are some exceptions; these include
formal contracts made by deed and other types of contract, such as contracts
for the sale of an interest in land, which must be made in writing.

It is very important to be able to identify, and control, exactly when a
contract has been formed. For instance, in the case of an international contract,
this will decide which country’s laws will be used when interpreting and
enforcing the agreement. In the context of online trading, it is crucial to control
when a contract is created, to minimise business risk.

1.1 Offer

English law distinguishes between an offer and an ‘invitation to treat’, such as
an advertisement that promotes the sale of products but is not an offer. Under
traditional contract law, the display of goods in a shop is not an offer but an
invitation to treat (Pharmaceutical Society of Britain v. Boots Cash Chemist
Ltd. [1952] 2 QB 795). Accordingly, when the purchaser asks the seller if he
can buy a product, this constitutes the offer. At this point, the seller is free to
accept or reject the purchaser’s offer.

A business intending to trade online will be concerned to control the
contract by ensuring its customers make offers, open for acceptance by the
website owner. It should construct its website so that it is, in effect, a shop
window. The site should carry a clear statement that the supplier will not be
bound to a contract unless the supplier accepts the offer of the customer.
(Statements to this effect are often seen on traditional terms and conditions and
are regarded as an invitation to treat.)

The online business will also be keen to ensure it knows to whom it is
making offers, and is in a position to target only those it wishes to accept. For
instance, an online liquor store may target adults only; and a geographical limit
on territories is often set on a retailer, who will only be able to target customers
in its territory.

1.2 Unconditional acceptance

Under English law a contract is formed when the offer is unconditionally
accepted. Acceptance may affect both the timing of the contract and the place
it becomes effective. In the case of timing, it may be crucial for an online
auctioneer to clarify which bid was accepted first; and in the case of location,
this will affect the law that governs the contract and the tax treatment of the
transaction. There are two rules of acceptance:

1. The receipt rule: this states that a contract is formed at the time and place
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when the acceptance is received by the offeror. This applies to instantaneous
forms of communications such as telephone, fax and telex.

2. The postal rule: this applies to communications by post, according to which
acceptance is effective at the time of posting of the communication. The
postal rule does not apply to instantaneous communications.

Legal opinion continues to be divided on whether the postal rule applies to
e-business, that is acceptance via a website or e-mail. Interestingly, provisions
expressly dealing with contracts made over the internet were included in a
proposal for an EU Directive but were subsequently dropped from the final
Electronic Communications Act 2000 passed in the UK. The proposal
suggested that e-mail was not an instantaneous form of communication. The
reason given for this was that often, external e-mails are routed through a
number of servers located in different jurisdictions before reaching their final
destination and thus receipt can be delayed.

   It has been suggested that out of office auto-replies may have an important
role to play in this area. This is because an e-mail may be deemed to have been
accepted when it reaches the intended recipient’s machine, even if it is not read
or acknowledged. This means that it is possible for a contract to exist even
where one party is unaware of it, as long as the e-mail has reached their inbox.
An out of office auto-reply would stop this situation arising as the sender
would be made aware that the recipient had not accepted the contents of the
e-mail. Given the current uncertainty, a supplier is advised to override the
postal rule by using a clear statement in its website terms and conditions as to
how acceptance can be made, and when it becomes effective. One suggestion
has been to state that the offer is not accepted until payment has been taken
from or charged to the customer.

Acceptance of an offer is normally communicated, but can also be inferred
by the conduct of the parties, which may amount to performance (for example,
carrying out the service requested or paying the price for the relevant item). So
it is also important that the seller makes it clear which acts (if any) will amount
to acceptance.

1.3 Consideration

Consideration is essential to create a contract. In simple terms it is the
exchange of promises, normally for the supplier to give up something of value,
in exchange for the customer making payment. The requirements are the same
in online business.

Consideration need not be money. For example, an online business may
offer an information service that provides information to subscribers. In
return, the person receiving the service agrees to supply the provider with his or
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her profile and other relevant data. Such data may be valuable in itself and will
therefore amount to consideration.

1.4 The intention to create legal relations

Although intention to create a binding contract is a requirement, it is generally
not an issue in day-to-day business – if a party alleges a lack of intent on their
part, they face a hefty burden of proof. Just consider what arguments Argos
raised following a computer error, which resulted in the company advertising
televisions for sale on its website for £2.99 instead of the correct price of
£299.99. The intention of the parties to enter into a legally binding document
can be inferred from surrounding circumstances – for example, the payment of
money or compliance with certain obligations in return for goods or services.

Letters of intent (unless otherwise stated) do not create legal relations since
they indicate only an intention to negotiate rather than establish contractual
obligations. As we will see, the same principle applies to electronic commerce.

1.5 Capacity

A number of difficulties may arise for online suppliers over the identity of the
other parties to a contract. Such difficulties generally fall into two categories:
legal capacity and mistake.

1. Legal capacity: Under English law, contracts made with minors are
generally voidable at the minor’s option under the Minors’ Contracts Act
1987. However, adults who do not seek to take unfair advantage of a minor
with whom they have entered into a contract are entitled to uphold a
contract for certain necessary items covering a variety of goods and services
excluding luxuries. Generally speaking a contract with a mental patient is
valid unless the other contracting party knew of the other’s disability in
which case the contract is voidable. Online suppliers therefore need to
ensure they have certain basic information about the person with whom
they are making a contract.

2. Mistake: Generally, a mistake does not invalidate a contract unless it is
fundamental. A fundamental mistake is one which means that the intended
offer and acceptance do not coincide and therefore there is no true con-
sensus. There are three general circumstances where a mistake will be
fundamental. These are:

a) where a reasonable person could not infer the intention of the parties
from the circumstances surrounding the transaction; or

b) where one party knew of the other’s mistake; or
c) where one party negligently induced the other’s mistake.
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A fundamental mistake occurred in the old case of Raffles v. Wichelhaus in
1864 which involved a contract for cotton on board a ship called Peerless
sailing from Bombay. In fact, there were two ships of that name sailing from
Bombay, one in October and one in December and the parties had different
ships in mind. The contract was void for mistake in this instance. However in a
more recent case, OT Africa Line Ltd v. Vickers Plc in 1996, a typing error
meant that $155,000 actually appeared as £150,000 in the final contract. The
judge in this case held that the contract was binding because the offer made
sense in the circumstances in which it was made. He went on to say that there
was nothing in the claimants’ conduct making it inequitable for them to hold
the defendants to the contract. The rules relating to mistake are clearly heavily
influenced by the circumstances surrounding the contract and each case will
have to be decided on its own particular facts. This area of law can affect online
suppliers, for example where a person is seeking the goods of one company and
mistakenly visits the website of another company with a confusingly similar
domain name or, as in the case above, a typing error occurs.

2. The E-Commerce Regulations

The Electronic Commerce (EC) Regulations came into force on 21 August
2002. They are a brave first attempt at setting out the basic requirements of
e-contracting. The purpose of the Regulations is to ensure that what are
described as ‘information society services’, i.e. broadly e-commerce, benefit
from the EU internal market principles of free movement of services and
freedom of establishment. The Regulations cover online services such as trade
and advertising but do not apply to non-commercial interactions or the offline
elements of online transactions. They may apply to companies that sell or
advertise goods or services both to businesses and to consumers through
websites or via e-mail or to those who convey content using e-mail or provide
access to a communications network. The Regulations define ‘Information
Society Services’ as ‘any service normally provided for remuneration, at a
distance, by means of electronic equipment for the processing and storage of
data, and at the individual request of a recipient of a service’.

The basic position under the Regulations is that any person providing an
information society service must make the following information available to
the recipient:

� the name of the service provider;
� the service provider’s geographic address;
� details of the service provider, including an e-mail address;
� details of the service provider’s trade registrations, if any;
� particulars of any relevant supervisory authority.




